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Abstract. In the cloud era people get used to store their data to the
cloud server, and would use encryption technique to protect their sensi-
tive data from leakage. However, encrypted data management is a chal-
lenging problem, for example, encrypted data classification. Besides, how
to effectively control the access to the encrypted data is also an impor-
tant problem. Ciphertext-policy attribute-based encryption with equality
test (CP-ABEET) is an efficient solution to the aforementioned problem-
s, which enjoys the advantage of attribute-based encryption, and in the
meanwhile supports the test of whether two different ciphertexts contain
the same message without the need of decryption. However, the existing
CP-ABEET schemes suffer from high computation costs. In this paper,
we study how to outsource the heavy computation in CP-ABEET scheme
to a third-party server. We introduce the notion of CP-ABEET support-
ing outsourced decryption (OCP-ABEET), which saves a lot of local
computation loads of CP-ABEET. We propose a concrete construction
of OCP-ABEET, and prove its security based on a reasonable number-
theoretic assumption in the random oracle model. Compared with the
existing CP-ABEET schemes, our scheme is more computationally effi-
cient.

Keywords. Attribute-Based Encryption, Authorization, Classification, Equality
Test, Outsourced Decryption

1 Introduction

Along with the rapid development of cloud computing, cloud storage has become
a main way for company or individual to store large amounts of data. However,
while bringing convenience, cloud storage has caused data privacy threat at
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the same time because of the openness of public clouds. In order to protect
data security and user privacy in cloud storage, people are used to store their
privacy data in encrypted form. But people’s various need on their data could
not be satisfied due to the fact encryption hides information. For example, people
cannot directly search on their data in cloud using a traditional search method. A
naive method is to download all the encrypted files from the cloud, decrypt them
and then use traditional methods to search over the plaintext files. Although in
this way the data can be searched, but it is cumbersome and requires a large
computation and storage cost, as well as a high requirement on the bandwidth,
which is impractical. In this situation, searchable encryption [4,22] rises to solve
this problem.

As a variant of public key encryption with keyword search, Yang et al. [23] in-
troduced the notion of public key encryption with equality test (PKEET), which
allows users to efficiently check whether two ciphertexts encrypted under (pos-
sibly) different public keys contain the same plaintext. This special property
makes it suitable for implementing label classification. Attribute-based encryp-
tion (ABE), originally introduced by Sahai et al. [16], is a good technique for
access control. Ciphertext-policy ABE (CP-ABE) is a variant of ABE, in which
each ciphertext is associated with an access policy, and each user is associated
with a set of attributes. A user can decrypt ciphertexts whose access policy can
be satisfied by the attributes of the user. Ciphertext-policy attribute-based en-
cryption with equality test (CP-ABEET), introduced by Wang et al. [18], is a
combination of PKEET and CP-ABE, which can be used to solve the problem
of encrypted data classification, and in the meanwhile, implement flexible access
control policy for the encrypted data stored in the cloud server. Recently, Cui et
al. [5] formally defined the notion of Controlled Classification of Encrypted Data
and proposed a more secure and concise CP-ABEET scheme.

When a company outsources the storage of a large amount of encrypted data
to the cloud, data management becomes a complex problem. It is necessary to
label the data and classify them into different categories. There is a need for a
mechanism to efficiently divide the encrypted data into groups according to data
labels. On the other hand, access control of (encrypted) data in a company is
also a key issue. Each employee in the company has different attributes. Different
employees are provided different privileges to access different part of these data.
User privileges are usually authorized according to their attributes. CP-ABEET
can effectively handle these problems.

However, CP-ABEET has a drawback inherited from ABE, i.e. the compu-
tation cost is heavy. We consider a new scenario described as follows. Controlled
classification of encrypted data has a high computation cost in terms of decryp-
tion and equality test. When a small-scale company or organization has the
same need for controlled classification of encrypted data, the high computation
cost may influence their work efficiency. In this case, a third-party server who
has a large computation power can help them deal with this problem. Before
the equality test and decryption, the data manager(s) can send the ciphertexts
to the third-party server with a specific transformation key associated with the
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corresponding attribute set. The third-party server will partially decrypt the
ciphertexts via a transformation process and send back the partially decrypt-
ed ciphertexts to the data manager(s). Then the data manager(s) can decrypt
the ciphertexts using its secret key or send it to the data classifier for equali-
ty test. By using the outsourcing technique, the local computation cost can be
reduced significantly without revealing any information about the plaintexts to
the third-party server.

Fig. 1. System architecture of OCP-ABEET

We propose to outsource the decryption process to improve the efficiency of
CP-ABEET. Outsourced Decryption of ABE was firstly introduced by Green et
al. [8] and it can reduce the computation overhead of ABE to a great extent.
In this paper, we propose a concrete CP-ABEET scheme with equality test and
outsourced decryption, which is based on the CP-ABEET scheme in [5].

Figure 1 shows the system architecture of OCP-ABEET. The local server un-
dertakes data storage and a small amount of calculations while the third-party
server has a powerful computation capability. Meanwhile, the local server also
plays the role of data classifier. First of all, attribute distribution is under control
of the regulatory agency of the company. There are some data managers in the
company, and each of them is in charge of the management and maintenance of
different part of the company’s data. Authorization privileges for data classifica-
tion are represented by attribute sets. Employees of the company, including the
data managers, receive their attribute related secret keys from the regulatory
agency. Data users upload their encrypted files to the local server and each of
them has a label encrypted by OCP-ABEET. Only the manager whose attribute
set can satisfy the access policy embedded in the encrypted label has rights to
operate on its ciphertext. The data classifier server obtains trapdoors from differ-
ent data managers before classifying the data. The way in which data managers
obtain the trapdoors is similar with that in secret key generation phase. Given
the trapdoors, the local server could ask the third-party server for transform-
ing the ciphertexts to partially decrypted ciphertexts. Then it can operate the
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equality test function of OCP-ABEET on them quickly. If two pieces of data
are attached with the same label, they will be put into the same category. On
the other hand, data managers are able to decrypt the encrypted label under
the control of access policy. Upon receiving the partially decrypted ciphertexts
from the third-party server, the data manager can recover the original data using
their attribute related secret key. In our scheme, different users have different
transformation keys generated according to their attribute sets, and these keys
are sent to the third-party server for transforming different ciphertexts. The ma-
jority of computational cost of decryption is then transferred to the third-party
server due to the transformation. The third-party server sends back partially
decrypted ciphertexts to the local server. After that, the receiver can quickly
finish the final step of decryption and the local server can perform the equality
test for classification efficiently. It is ensured that the transform keys do not help
the third-party server to learn information about the messages.

(Our Contributions). Although concrete CP-ABEET schemes have already
been proposed by Wang et al. [18] and Huang et al. [5], they all require a large
computation cost on the server, which makes it not quite suitable for small-scale
company or organization with low computation capacity.

In this paper, we formally define the notion of outsourced ciphertext-policy
attribute-based encryption with equality test (OCP-ABEET), propose an effi-
cient construction of OCP-ABEET supporting outsourced decryption, and prove
in the random oracle model that our scheme achieves one-wayness if the adver-
sary is given test trapdoors, and achieves indistinguishability if the adversary
is not given the corresponding trapdoors. Compared with previous CP-ABE-
ET schemes, our scheme is more computationally efficient in terms of Extract,
Decrypt and Test algorithms. Besides, our scheme is CCA-type secure, while
Wang et al.’s scheme [18] is only CPA-type secure. The price of our scheme is
that we need a stronger number-theoretic assumption. Readers can refer to Ta-
ble 1 (page 18) for a detailed comparison between our scheme and some related
schemes, e.g. [13,18,24].

Paper Organization. In Sect. 2 we review some related works. Then in Sect.
3 we introduce the preliminaries which are necessary for our construction. In
Sect. 4 we give the definition of OCP-ABEET and its security models in this
paper. The security analysis of our scheme is provided in Sect. 6. We give the
comparison of our scheme with some related schemes in Sect. 7. Finally, the
paper is concluded in Sect. 8.

2 Related Works

The notion of public key encryption with equality test (PKEET) was firstly in-
troduced by Yang et al. [23] as a new kind of searchable encryption. In PKEET,
users are allowed to check whether two ciphertexts contain the same message
without decryption. In Yang et al.’s scheme, any entity can perform the equality
test on the ciphertexts. There may exists an authorization requirement to accu-
rately control who can perform the equality test on their ciphertexts. Based on

4



this observation, Tang et al. [17] proposed the fine-grained authorization policy
PKEET (FG-PKEET) to realize the accurate authorization where only two au-
thorized users can perform the equality test. Besides, Ma et al. [15] presented a
public key encryption with delegated equality test (PKE-DET) where only the
delegated party can do the test. To make the authorization more flexible, Ma et
al. [14] proposed a flexible PKEET which can support four types of authoriza-
tion.

Considering the advantage of identity-based encryption (IBE), Ma et al. [13]
firstly presented the notion of identity-based encryption with outsourced equali-
ty test in cloud computing (IBEET) which simplifies the certificate management
of PKEET and supports a single type of authorization. A user in IBEET can
compute a trapdoor using the identity-related secret key and sends it to cloud
server for equality test, and the user’s trapdoor delegates out the capability
of equality test on its ciphertexts. Equality test can be well used in encrypted
database systems, where the server hosts the encrypted database and users can
do the equality test between a target ciphertext in the database and a queried
ciphertext. If there is an honest-but-curious’ database server, it may illegally ben-
efit from the brute force attacks because that the ciphertexts can be generated
publicly. To solve this problem, Wu et al. [21] presented an IBEET scheme se-
cure against insider attacks. In 2018, Wu et al. [20] proposed an efficient IBEET
scheme by reducing the use of time-consuming HashToPoint functions. In their
scheme, they restrict that only the particular keyword can be tested to improve
the security level.

Generally, IBEET is a combination of PKEET and IBE. As an extension
from IBE, attribute based encryption (ABE) has the advantage of more flexi-
ble authorization, which can be applied on PKEET. The notion of Attribute-
Based Encryption was first proposed by Sahai and Water et al. [16] in 2005.
In 2006, Goyal et al. [7] first presented a Key-Policy ABE scheme. In KP-ABE
schemes [1, 7, 9], access structures are embedded in private keys while attribute
sets are embedded in ciphertexts. In 2007, Bethencourt and Sahai et al. [3] first
presented the Ciphertext-Policy ABE scheme. In CP-ABE scheme [3,6,19], pri-
vate keys are embedded with attribute sets while ciphertexts are embedded with
access structures. A user can decrypt the ciphertext only if its attribute set can
satisfy the access structure within the ciphrtext. Waters et al. [19] proposed
a new methodology for realizing CP-ABE under concrete and non-interactive
cryptographic assumptions in the standard model.

To the best of our knowledge, there are not many works focusing on attribute
based encryption with equality test (ABEET). The first attribute-base encryp-
tion with equality test (ABEET) was proposed by Zhu et al. [24]. Their key-
policy attribute based encryption with equality test (KP-ABEwET) which com-
bines the key-policy ABE with PKEET, provides a more flexible authorization
than previous work. Then, Wang et al. [18] proposed a ciphertext-policy attribute
based encryption with delegated equality test that combines the ciphertext-
policy ABE with PKEET. There exists some deficiencies in both of their schemes
that the schemes have high computation complexity. Furthermore, security of
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their schemes are of CPA type. In [5], Cui et al. proposed a more efficien-
t ciphertext-policy attribute based encryption with equality test(CP-ABEET)
which has a more concise construction. And their CP-ABEET schemes achieves
the OW-SAS-CCA and IND-SAS-CCA security in random oracle model.

Outsourced Decryption. ABE shows its power in access control, however, it
suffers from the problem of low efficiency, i.e. ciphertext size and decryption cost
grow with the complexity of access policy. Green et al. [8] gave a new method
of efficiently and securely outsourcing the decryption of ABE ciphertexts to a
third-party server, which reduces the overhead of local users significantly. Since
Green et al.’s work, researchers have done a lot to improve the security and
efficiency of ABE. For example, Li et al. [11] proposed an outsourced ABE
scheme not only supporting outsourced decryption but also enabling delegating
key generation. It reduces the local computation by outsourcing the task of
generating partial private keys to a key generation service provider. Besides, their
scheme realizes the checkability on outsourced results against a selfish third-party
server. There are also some related work to realize the verifiability of outsourcing
decryption [10,12]. To further improve the computation performance and reduce
communication overhead, Li et al. [12] proposed a new verifiable outsourcing
scheme with constant-size ciphertexts. However, as far as we know, there is a
lack of an efficient ABEET scheme which supports outsourced decryption. How
to achieve a secure ABEET scheme supporting outsourced decryption is still an
open problem.

3 Preliminaries

3.1 Access structure

Definition 1 (Access Structure). Let {P1, P2, · · · , Pn} be a set of parties. A
collection A ⊆ 2{P1,P2,··· ,Pn} is monotone if ∀B,C, it holds that if B ∈ A and
B ⊆ C then C ∈ A. An access structure (respectively, monotone access struc-
ture) is a collection (respectively, monotone collection) A of non-empty subsets
of {P1, P2, · · · , Pn}, i.e., A ∈ 2{P1,P2,··· ,Pn} \ {∅}. The sets in A are called the
authorized sets, and the sets not in A are called the unauthorized sets.

In our context, the role of the parties is taken by the attributes. Thus, the
access structure A will contain the authorized sets of attributes. We restrict our
attention to monotone access structures.

Definition 2 (Linear Secret Sharing Scheme, LSSS [2]). A secret sharing
scheme Π over a set of parties P is called linear (over Zp) if

1. the shares for each party form a vector over Zp; and
2. there exists a matrix M with ℓ rows and n columns called the share generating

matrix for Π. For all i = 1, · · · , ℓ, the i-th row of M , we let the function ρ
defined the party labeling row i as ρ(i). When we consider the column vector
v = (s, r2, · · · , rn), where s ∈ Zp is the secret to be shared and r2, · · · , rn ∈
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Zp are randomly chosen, then Mv is the vector of ℓ shares of the secret s
according to Π. The share (Mv)i belongs to party ρ(i).

Beimel [2] showed that every linear secret sharing scheme according to the
above definition enjoys the linear reconstruction property, defined as follows:
Suppose that Π is an LSSS for the access structure A. Let S ∈ A be any
authorized set, and let I ⊂ {1, · · · , ℓ} be defined as I = {i : ρ(i) ∈ S}. Then,
there exist constants {ωi ∈ Zp}i∈I such that, if λi’s are valid shares of a secret
s according to Π, then

∑
i∈I ωiλi = s. Furthermore, it is shown in [2] that

these constants {ωi} can be found in time polynomial in the size of the share
generating matrix M .

By convention, the vector (1, 0, · · · , 0) is the target vector in LSSS, which is
in the span of any satisfying set of rows I of M . For any unauthorized set of
rows I, the target vector would not be in its span. Besides, there will exist a
vector w which satisfies w · (1, 0, · · · , 0) = −1 and w ·Mi = 0 for all i ∈ I.

3.2 Bilinear Pairing

Let G and GT be two multiplicative cyclic groups of prime order p. Let g be a
generator of G and e be a bilinear map, e : G×G→ GT . The bilinear pairing ê
has the following properties:

– Bilinearity: for all u, v ∈ G and a, b ∈ Zp, we have ê(ua, vb) = ê(u, v)ab.
– Non-degeneracy: ê(g, g) is not the identity of group GT .
– Computability: There exists a polynomial time algorithm which computes
ê(u, v) for any u, v ∈ G.

3.3 Decisional Parallel Bilinear Diffie-Hellman Exponent
Assumption

Decisional q-parallel Bilinear Diffie-Hellman Exponent problem (BDHE) is de-
fined as follows. Choose a group G of prime order p according to the security
parameter. Randomly choose the elements a, s, b1, · · · , bq ∈ Zp and let g be a
generator of G. Given

y :=
(
g, gs, ga, · · · , g(a

q), , g(a
q+2), · · · , g(a

2q),

∀1≤j≤q gs·bj , ga/bj , · · · , g(a
q/bj), g(a

q+2/bj), · · · , g(a
2q/bj),

∀1≤j,k≤q,k ̸=j g(a·s·bk/bj), · · · , g(a
q·s·bk/bj)

)
,

it is hard for the adversary to distinguish T = ê(g, g)a
q+1s ∈ GT from a random

element of GT . An algorithm B that outputs z ∈ {0, 1} has advantage ϵ in solving
the decisional q-parallel BDHE problem if

|Pr[B(y, T = ê(g, g)a
q+1s) = 0]− Pr[B(y, T = R) = 0]| ≥ ε.
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Definition 3 (Decisional q-parallel BDHE Assumption). The decisional
q-parallel BDHE assumption holds if there is no PPT algorithm that can solve
the decisional q-parallel BDHE problem with a non-negligible advantage.

4 Outsourced Ciphertext-Policy Attribute-Based
Encryption with Equality Test

4.1 Definition

Definition 4 (OCP-ABEET). An outsourced ciphertext-policy attribute-based
encryption with equality test (OCP-ABEET) scheme is defined by the following
six (probabilistic) polynomial-time (PPT) algorithms:

– Setup takes as input the security parameter 1k and maximal number U of
attributes in the system, and returns a system public key Mpk and a master
secret key Msk. Denote it by (Mpk,Msk)← Setup(1k, U).

– Encrypt takes as input the master public key Mpk, an access structure
(M,ρ) and a message m, and returns a ciphertext Ct. Denote it by Ct ←
Encrypt(Mpk, (M,ρ),m). 3

– KeyGen takes as input the master secret key Msk and a set S of attributes,
and returns the secret key SkS which contains a transformation key TkS
and a decryption key DkS w.r.t. S. Denote it by SkS := (TkS ,DkS) ←
KeyGen(Msk, S).

– Trapdoor takes as input the master secret key Msk and a set S of attributes,
and returns a trapdoor TdS w.r.t. S. Denote it by TdS ← Trapdoor(Msk, S).

– Transform takes as input a ciphertext Ct and the transformation key TkS,
and returns the partially decrypted ciphertext PCt. Denote it by PCt ←
Transform(Ct,TkS).

– Test takes as input a ciphertext CtA and a trapdoor TdA of user A, and a
ciphertext CtB and a trapdoor TdB of user B, and returns 1 if CtA and CtB
contain the same plaintext, and 0 otherwise. Denote it by 1/0← Test(CtA,
TdA,CtB ,TdB).

– Decrypt takes as input the master public key Mpk, a ciphertext Ct and a
secret key SkS, and returns a plaintext m or a special symbol ⊥ indicating
decryption failure. If the ciphertext has not been partially decrypted, it will
firstly run the algorithm Transform(Ct,TkS) to transform and then use
decryption key dkS to decrypt the partially decrypted ciphertext. Otherwise, it
will directly decrypt the ciphertext. Denote it by m/⊥ ← Decrypt(Mpk,Ct,
SkS). The decryption would return ⊥ if the attributes associated with SkS do
not satisfy the access structure contained in Ct.

Correctness could be defined naturally. Here we omit it for simplicity. Below
we introduce the security models of OCP-ABEET.

3 Here we do not consider to hide the access structure used in encryption. Therefore,
we assume that the access structure is included as part of the ciphertext.
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4.2 Security Models

We consider two security properties of OCP-ABEET. We require that the ad-
versary could not recover the message if it is not given the trapdoor, and that
the adversary cannot distinguish a given ciphertext is the encryption of which
message if it does not have the trapdoor. Formally, we define the two security
properties via the following games, in which C is the challenger and A is the
adversary.

One-wayness Game:

– Init. The adversary A submits a challenge access structure (M∗, ρ∗).
– Setup. The challenger C generates a master key pair (Mpk,Msk), and gives
Mpk to A.

– Query Phase 1. A is allowed to issue queries to the following oracles for
polynomially many times.

• OExtract: Given an attribute set S, it returns the corresponding secret
key SkS .

• OTrapdoor: Given an attribute set S, it returns the corresponding trap-
door TdS .

• ODecrypt: Given an attribute set S and a ciphertext Ct, it returns the
corresponding decryption output.

– Challenge Phase. The challenger randomly chooses a messagem, computes
the challenge ciphertext Ct∗ ← Encrypt(Mpk, (M∗, ρ∗),m), and returns Ct∗

to the adversary.
– Query Phase 2. A continues to issues queries as in Query Phase 1.
– Guess. Finally, A outputs a message m′, and wins the game if m′ = m∗ and
the following conditions hold:

1. A did not query the OExtract oracle for the secret key of an attribute
set satisfying (M∗, ρ∗);

2. A did not query the ODecrypt oracle on input (S,Ct∗) for any attribute
set S satisfying (M∗, ρ∗).

The advantage of A in the game above, AdvOW-SAS-CCA
A (k), is defined to be the

probability that it wins the game.

Definition 5 (OW-SAS-CCA Security). An OCP-ABEET scheme is said
to be one-way against selective access structure and chosen ciphertext attacks
(OW-SAS-CCA secure) if for any PPT adversary A, its advantage AdvOW-SAS-CCA

A (k)
is negligible.

Indistinguishability Game:

– Init. The adversary A submits a challenge access structure (M∗, ρ∗).
– Setup. The challenger C generates a master key pair (Mpk,Msk), and gives
Mpk to the adversary A.

– Query Phase 1. Same as Query Phase 1 of One-wayness Game.
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– Challenge Phase. A submits two equal-length messages m0,m1. C flips a
random coin β ∈ {0, 1}, computes the challenge ciphertext Ct∗ ← Encrypt
(Mpk, (M∗, ρ∗),mβ) and returns Ct∗ to A.

– Query Phase 2. Same as Query Phase 1.
– Guess. A outputs a bit β′ ∈ {0, 1}, and wins the game if β′ = β, and

1. A did not query the OExtract oracle on input an attribute set S satis-
fying (M∗, ρ∗);

2. A did not query the OTrapdoor oracle on input S nor query ODecrypt
on input (S,Ct∗) such that S satisfies (M∗, ρ∗).

The advantage of A in the game above, AdvIND-SAS-CCA
A (k), is defined to the gap

between Pr[β′ = β] and 1/2.

Definition 6 (IND-SAS-CCA Security). An OCP-ABEET scheme is said
to be indistinguishable against selective access structure and chosen ciphertex-
t attacks (IND-SAS-CCA secure) if for any PPT adversary A, its advantage
AdvIND-SAS-CCA

A (k) is negligible.

5 Our OCP-ABEET Scheme

In this section, we propose the concrete construction of our OCP-ABEET scheme.

– Setup(1k, U). Given the security parameter and the maximal number U of
attributes in the system, the algorithm generates a bilinear pairing parame-
ters (G,GT , e, g, p) as described in Sect. 3. It also chooses U random group
elements h1, · · · , hU ∈ G that are associated with the U attributes in the
system, chooses random exponents α, α′, a ∈ Zp, and chooses two crypto-
graphic hash functions: H1 : GT → G1 and H2 : {0, 1}∗ → {0, 1}l1+l2 where
l1 and l2 are security parameters specifying representation length of a G1

element and that of a Zp element, respectively. The master public key is
defined to be

Mpk = (g, ê(g, g)α, ê(g, g)α
′
, ga, h1, · · · , hU ),

and the master private key is Msk = (gα, gα
′
).

– Encrypt(Mpk, (M,ρ),m). GivenMpk, an access structure (M,ρ) and a mes-
sage m, where M is an ℓ×n matrix and ρ associates rows of M to attributes,
the algorithm chooses a random vector υ = (s, y2, · · · , yn) ∈ Zn

p , and calcu-
lates λi = υ ·Mi for i = 1 to ℓ, where Mi is the vector corresponding to the
i-th row of M . It also chooses at random u, r1, · · · , rℓ ∈ Zp, and computes

C = mu ·H1(ê(g, g)
αs), C ′ = gs, C ′′ = gu,

∀1 ≤ i ≤ ℓ, Ci = gaλi · h−ri
ρ(i), Di = gri ,

C∗ = (m∥u)⊕H2((ê(g, g)
α′s, C, C ′, C ′′,E),

where E = (C1, D1, · · · , Cℓ, Dℓ). The algorithm returns Ct = (C,C ′, C ′′, C1,
D1, · · · , Cℓ, Dℓ, C

∗).
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– KeyGen(Msk, S). GivenMsk and a set S of attributes, the algorithm chooses
at random z, z′ ∈ Zp, and sets the decryption key DkS = (z, z′). It then
chooses at random t, t′ ∈ Zp, and sets t̂ = t/z and t̂′ = t′/z′, and calculates

the transformation key TkS = (T̂kS , T̂k
′
S) where

T̂kS : K̂ = gα/zgat̂, L̂ = gt̂, {K̂x = ht̂
x}x∈S ,

T̂k
′
S : K̂ ′ = gα

′/z′
gat̂

′
, L̂′ = gt̂

′
, {K̂ ′

x = ht̂′

x }x∈S .

It returns the secret key SkS = (TkS ,DkS) = ((T̂kS , T̂k
′
S), (z, z

′)).
– Trapdoor(Msk, S). Given Msk and a set S of attributes, the algorithm
chooses at random z, t̂ ∈ Zp, computes and returns the trapdoor

TdS =
(
z, K̂ = gα/z · gat̂, L̂ = gt̂, {K̂x = ht̂

x}x∈S

)
.

Notice that TdS is actually part of the secret key w.r.t. the attribute set

S, i.e. TdS = (z, T̂kS). However, there is no requirement that the random
elements z, t used in the trapdoor generation should be the same as those in
the key generation.
Both the attribute authority who holds the master secret key and the data
manager who holds a secret key w.r.t its attributes can generate trapdoors.
The former runs the Trapdoor algorithm to generate a trapdoor using fresh

randomness, while the latter simply outputs (z, T̂kS) as the trapdoor, which
are parts of its secret key.

– Transform(Ct,TkS). Given a ciphertext Ct and the transformation key TkS ,
the algorithm works as follows. Suppose that S satisfies the access structure
(M,ρ) in Ct. Let I be the set I = {i : ρ(i) ∈ S}. Define the set {wi ∈ Zp}i∈I

such that if {λi} are valid shares of the secret value s according to M , it
holds that

∑
i∈I wi · λi = s. The algorithm computes

Xsub =ê(C ′, K̂)/(
∏
i∈I

(ê(Ci, L̂)ê(Di, K̂ρ(i)))
wi)

=ê(g, g)αs/z ê(g, g)ast̂/(
∏
i∈I

ê(g, g)t̂aλiwi)

=ê(g, g)αs/z,

X ′
sub =ê(C ′, K̂ ′)/(

∏
i∈I

(ê(Ci, L̂
′)ê(Di, K̂

′
ρ(i)))

wi)

=ê(g, g)α
′s/z′

ê(g, g)ast̂
′
/(
∏
i∈I

ê(g, g)t̂
′aλiwi)

=ê(g, g)α
′s/z′

,

and returns PCt = (Xsub, X
′
sub).

– Test(CtA,TdSA
,CtB ,TdSB

). Given ciphertexts CtA, CtB and trapdoors TdSA
,

TdSB , the algorithm works as follows. Suppose that SA and SB satisfy
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the access structures (MA, ρA) of CtA and (MB , ρB) of CtB , respective-
ly. Let IA be the set IA = {i : ρA(i) ∈ SA}. Define the set {wA,i ∈
Zp}i∈IA such that if {λA,i} are valid shares of secret sA according to MA,
we have

∑
i∈IA

wA,i · λA,i = sA. Define IB and {wB,i ∈ Zp}i∈IB similarly.
Parse CtA as CtA = (CA, C

′
A, C

′′
A, CA,1, DA,1, · · · , CA,ℓ, DA,ℓ, C

∗
A) and CtB

as CtB = (CB , C
′
B , C

′′
B , CB,1, DB,1, · · · , CB,ℓ, DB,ℓ, C

∗
B). The algorithm run-

s Transform (CtA,TksA) and Transform(CtB ,TksB ) to get the partially
decrypted ciphertexts (XsubA , X

′
subA

) and (XsubB , X
′
subB

). It computes

XA =
CA

H1((XsubA)
zA)

and XB =
CB

H1((XsubB )
zB )

,

and outputs 1 if the following equation

ê(C ′′
A, XB) = ê(C ′′

B , XA)

holds, and 0 otherwise.
Remark. Notice that the major computation of Test algorithm could also
be outsourced to the third-party server. Namely, the data classifier could ask
the third-party server to transform Ct to PCt = (Xsub, X

′
sub). Then it could

do the test quickly by conducting some simple computation.
– Decrypt(SkS ,Ct). Given a ciphertext Ct and a secret key SkS , the algorithm
parses Ct as Ct = (C,C ′, C ′′, C1, D1, · · · , Cℓ, Dℓ, C

∗), runs Transform(Ct,
TkS) to get its partially decrypted ciphertext (Xsub, X

′
sub), and computes

m∥u← C∗ ⊕H2

(
(X ′

sub)
z′
, C, C ′, C ′′,E)

where E = (C1, D1, · · · , Cℓ, Dℓ). It outputs m if

C ′′ = gu and C = mu ·H1((Xsub)
z)

hold, and 0 otherwise.

The correctness of our scheme could be verified in a straight-forward way.
Here we omit it for the sake of page limit.

6 Security Analysis

Below we analyze the security of our OCP-ABEET scheme under the security
models given in Sect. 4.2.

Theorem 1. Our OCP-ABEET scheme is OW-SAS-CCA secure if the deci-
sional q-parallel BDHE assumption holds.

Proof. Suppose that there exists an adversary A that has non-negligible advan-
tage ϵ in the one-wayness game against our CP-ABEET scheme, we use it to
build an algorithm B to solve the decisional q-parallel BDHE problem. B is given
a q-parallel BDHE challenge (y, T ) (see Def. 3 for the definition of y). Define a

bit b, which is 0 if T = ê(g, g)a
q+1s, and is 1 if T is a random element of GT . B

tries to guess the bit b, and works as below.

12



1. Init. A chooses a challenge access structure (M∗, ρ∗) and sends it to B.
2. Setup. B randomly chooses α1, α2 ∈ Zp, and implicitly sets α = α1 + aq

by letting ê(g, g)α = ê(g, g)α1 · ê(g, gaq

) and α′ = α2 + aq+1 by letting
ê(g, g)α

′
= ê(g, g)α2 · ê(ga, gaq

). It then chooses a random value zx for each
attribute x ∈ {1, · · · , U}. Denote by X the set {i : ρ(i) = x}. B programs
group elements hx as

hx = gzx
∏
i∈X

gaM
∗
i,1/bi · ga

2M∗
i,2/bi · · · ga

nM∗
i,n/bi .

It gives Mpk = (g, ê(g, g)α, ê(g, g)α
′
, ga, h1, · · · , hU ) to the adversary.

3. Query Phase 1. B maintains two hash tables HT1,HT2 which are initially
empty, and simulates the oracles as below. If not specified, we assume that
the attribute sets submitted by A to the oracles do not satisfy the challenge
access structure, and that A does not repeat its queries to the same oracle.

– H1 Oracle. Given an element Q ∈ GT , B randomly chooses a value
h1 ∈ G1, stores (Q,h1) into HT1, and returns h1 to A.

– H2 Oracle. Given Q = (Q,C,C ′, C ′′, C1, D1, · · · , Cℓ, Dℓ) as input, B
chooses a random h2 ∈ {0, 1}l1+l2 , and stores (Q, h2) intoHT2. B returns
h2 to A.

– OExtract . Given an attribute set S, B firstly computes T̂k
′
S . B selects at

random r, z′ ∈ Zp and finds a vector w = (w1 = −1, w2, · · · , wn) ∈ Zn
p

such that w ·M∗
i = 0 for all i ∈ I = {i : ρ(i) ∈ S}. It implicitly sets the

value t̂′ as

t̂′ = r/z′ + w1a
q/z′ + w2a

q−1/z′ + · · ·+ wna
q−n+1/z′

by computing

L̂′ = gr/z
′ ∏
i=1,··· ,n

(ga
q+1−i

)wi/z
′
= gt̂

′
.

Then it calculates the value of K̂ ′ as

K̂ ′ = gα
′/z′

gat̂
′
= g(α2+aq+1)/z′

gat̂
′
= gα2/z

′
· gar/z

′ ∏
i=2,··· ,n

(ga
q+2−i

)wi/z
′
.

Notice that the term g−aq+1/z′
of component gat̂

′
which cannot be sim-

ulated, will cancel out with the term ga
q+1/z′

of gα
′/z′

.
For any x ∈ S, if there is no i such that ρ(i) = x, B computes K̂ ′

x =

ht̂′

x = (gzx)t̂
′
= (gt̂

′
)zx = L̂′zx . Otherwise, B computes K̂ ′

x as

K̂ ′
x = L̂′zx

∏
i∈X

∏
j=1,··· ,n

g(a
j/bi)r ·

∏
k=1,··· ,n

k ̸=j

(ga
q+1+j−k/bi)wk


M∗

i,j/z
′

,
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where X = {i : ρ(i) = x}. Note that the terms ga
q+1/bi will all cancel

out due to that w ·M∗
i = 0.

So far B has computed T̂k
′
S = (K̂ ′, L̂′, {K̂ ′

x}x∈S). It then computes T̂kS
as follows. B randomly chooses new elements t̂, z ∈ Zp. B computes the

component K̂ as

K̂ = gα/z · gt̂ = g(α1+aq)/z · gt̂ = gα1/zga
q

· gt̂

B then computes L̂ = gt̂ and {K̂x = hx
t̂}x∈S . It returns the secret key

SkS = ((T̂kS , T̂k
′
S), (z, z

′)).

– OTrapdoor . Given an attribute set S, B computes TdS = (z, T̂kS) in
the same way as above if S does not satisfy (M∗, ρ∗). Otherwise, B
randomly chooses z, t̂ and computes TdS = (z, T̂kS) as the trapdoor
using the method described in the simulation of OExtract oracle.

– ODecrypt . Given an attribute set S and a ciphertext Ct = (C,C ′, C ′′, C1,
D1, · · · , Cℓ, Dℓ, C

∗), B distinguishes the following two cases.
(a) Case 1: S does not satisfy (M∗, ρ∗). B computes the corresponding

secret key SkS as in dealing with an Extract query, uses SkS to
decrypt Ct by following the decryption algorithm, and returns the
decryption result.

(b) Case 2: S satisfies (M∗, ρ∗). B firstly computes the trapdoor TdS =

(z, T̂kS) as above, and calls the Transform algorithm to compute

Xsub =
ê(C ′, K̂)∏

i∈I(ê(Ci, L̂) · ê(Di, K̂ρ(i)))wi

.

It searches table HT1 for a tuple ((Xsub)
z, h1), and outputs ⊥ if

not found; otherwise, it searches table HT2 to see if there exits
a tuple (((X ′

sub)
z′
, C, C ′, C ′′, C1, D1, · · · , Cℓ, Dℓ), h2). If not found,

B outputs ⊥; otherwise, for each tuple found in HT2, B computes
m∥u = C∗ ⊕ h2, and outputs m if the following equations hold:

C ′′ = gu, C = mu ·H1((Xsub)
z).

If no tuple satisfies the equations above, B outputs ⊥.
4. Challenge. B selects at random a message m∗ and u ∈ Zp, and computes

Ĉ = (m∗)u ·H1(ê(g
s, gα)), Ĉ ′ = gs, Ĉ ′′ = gu.

It then chooses at random y′2, · · · , y′n ∈ Zp and shares the secret s using the
vector v = (s, sa+ y′2, sa

2 + y′3, · · · , san−1 + y′n). Denote by Ai the set of all
k’s such that k ̸= i and ρ(k) = ρ(i). B chooses at random r′1, · · · , r′ℓ, and
computes

Ĉi = h
r′i
ρ(i)(

∏
j=2,··· ,n

(ga)M
∗
i,jy

′
j ) · (gbi·s)−zρ(i) · (

∏
k∈Ai

∏
j=1,··· ,n

(ga
j ·s·(bi/bk))M

∗
k,j ),
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D̂i = g−r′ig−sbi , and

Ĉ∗ = (m∗∥u)⊕H2

(
T · ê(gs, gα2), Ĉ, Ĉ ′, Ĉ ′′, Ĉ1, D̂1, · · · , Ĉℓ, D̂ℓ

)
.

B returns the challenge ciphertext Ct∗ = (Ĉ, Ĉ ′, Ĉ ′′, Ĉ1, D̂1, · · · , Ĉℓ, D̂ℓ, Ĉ
∗)

to the adversary.
5. Query Phase 2. B simulates the oracles in the same way as in Query

Phase 1, with the additional restriction that the adversary is not allowed
to issue a decryption query on input (S,Ct∗) for any S satisfying (M∗, ρ∗).

6. Guess. A outputs a message m′. B then outputs b′ = 0 if m′ = m∗, meaning
that T = ê(g, g)a

q+1s, and b′ = 1 otherwise, meaning that T is randomly
selected from GT .

Now we analyze the probability that B successfully guess the value of b. If
T = ê(g, g)a

q+1s, the simulation provided by B is perfect, and the view of A is the
same as that in a real attack. We have that Pr[b′ = 0|b = 0] = AdvOW-SAS-CCA

A (k).
On the other hand, if T is randomly selected from GT , Ct

∗ hides the message
perfectly, and the probability that A outputs m′ = m∗ is thus negligible, e.g.
Pr[b′ = 0|b = 1] = negl(k). Therefore, we have

Pr[b′ = b] = Pr[b′ = 0 ∧ b = 0] + Pr[b′ = 1 ∧ b = 1]

=
1

2
(Pr[b′ = 0|b = 0] + Pr[b′ = 1|b = 1])

=
1

2
(Pr[b′ = 0|b = 0] + 1− Pr[b′ = 0|b = 1])

=
1

2
(AdvOW-SAS-CCA

A (k) + (1− negl(k)))

=
1

2
+

1

2
AdvOW-SAS-CCA

A (k)− 1

2
negl(k).

If A breaks the OW-SAS-CCA security of our OCP-ABEET scheme with non-
negligible advantage, B solves the decisional q-parallel BDHE problem with prob-
ability non-negligibly larger than 1

2 , contradicting the decisional q-parallel BDHE
assumption. ⊓⊔

Theorem 2. Our OCP-ABEET scheme is IND-SAS-CCA secure if the deci-
sional q-parallel BDHE assumption holds.

Proof. LetA be an adversary which breaks IND-SAS-CCA security of our scheme
with advantage AdvIND-SAS-CCA

A (k). We use it to build an algorithm B to solve
the decisional q-parallel BDHE problem. B takes a problem challenge (y, T ) as

input. Again, let b = 0 denote that T = ê(g, g)a
q+1s, and b = 1 denote that T is

randomly selected from GT . B works as follows.

1. Init. A chooses a challenge access structure (M∗, ρ∗) and sends it to B.
2. Setup. B randomly chooses α1, α2 ∈ Zp, and implicitly sets α = α1 + aq+1

by letting ê(g, g)α = ê(g, g)α1 · ê(ga, gaq

) and α′ = α2 + aq+1 by letting
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ê(g, g)α
′
= ê(g, g)α2 · ê(ga, gaq

). For each attribute x ∈ {1, · · · , U} it chooses
a random value zx, and computes hx as

hx = gzx
∏
i∈X

gaM
∗
i,1/bi · ga

2M∗
i,2/bi · · · ga

nM∗
i,n/bi ,

where X = {i : ρ(i) = x}. It then gives Mpk = (g, ê(g, g)α, ga, h1, · · · , hU )
to the adversary.

3. Query Phase 1. B simulates H1, H2 and OTrapdoor oracles in the same
way as in the proof of Theorem 1, with an additional restriction that the
attribute sets submitted by A to OTrapdoor should not satisfy the challenge
access structure. The OExtract, ODecrypt oracle are simulated by B as
follows.
– OExtract . Given an attribute set S, B computes T̂k

′
S as the same with

that in the proof of Theorem 1. And it computes T̂kS as follows. B selects
at random r, z ∈ Zp and finds a vector w = (w1 = −1, w2, · · · , wn) ∈ Zn

p

such that w ·M∗
i = 0 for all i ∈ I = {i : ρ(i) ∈ S}. It implicitly sets the

value t̂ as

t̂ = r/z + w1a
q/z + w2a

q−1/z + · · ·+ wna
q−n+1/z

by computing

L̂ = gr/z
∏

i=1,··· ,n
(ga

q+1−i

)wi/z = gt̂.

Then it calculates the value of K̂ as

K̂ = gα/zgat̂ = g(α1+aq+1)/zgat̂ = gα1/z · gar/z
∏

i=2,··· ,n
(ga

q+2−i

)wi/z.

Notice that the term g−aq+1/z of component gat̂ which cannot be simu-
lated, will cancel out with the term ga

q+1/z of gα/z.

It returns the secret key SkS = ((T̂kS , T̂k
′
S), (z, z

′)).
– ODecrypt . Given an attribute set S and a ciphertext Ct = (C,C ′, C ′′, C1,

D1, · · · , Cℓ, Dℓ, C
∗), B distinguishes the following two cases.

(a) Case 1: S does not satisfy (M∗, ρ∗). B acts in the same way as in the
proof of Theorem 1.

(b) Case 2: S satisfies (M∗, ρ∗). B traverses table HT2 to check if there is
a tuple (((X ′

sub)
z′
, C, C ′, C ′′, C1, D1, · · · , Cℓ, Dℓ), h2). If not found,

B returns ⊥; otherwise, for each tuple found in HT2, B computes

m∥u = C∗ ⊕ h2.

If C ′′ = gu holds, B calculates h1 = C/mu, and searches table HT1

for a tuple ((Xsub)
z, h1). If found, B returns m. Finally, if for all

tuples found in HT2, B did not return a message to A, it returns ⊥.
Notice that there is a case in which (Xsub)

z is not the correct one
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used in the generation of the queried ciphertext. However, due to
the randomness of the oracle H1, the probability that the adversary
does not query H1 with a correct (Xsub)

z value in the generation of
a well-formed ciphertext, is negligible.

4. Challenge. A submits two equal-length messages m∗
0,m

∗
1. B selects random

a bit β ∈ {0, 1} and u ∈ Zp, and computes

Ĉ = (m∗)u ·H1(T · ê(gs, gα1)), Ĉ ′ = gs, Ĉ ′′ = gu.

It then randomly selects y′2, · · · , y′n and shares the secret s using the vector
v = (s, sa + y′2, sa

2 + y′3, · · · , san−1 + y′n). Let Ai be the set of all k’s with
k ̸= i and ρ(k) = ρ(i). B selects at random r′1, · · · , r′ℓ ∈ Zp, and computes

Ĉi = h
r′i
ρ(i)(

∏
j=2,··· ,n

(ga)M
∗
i,jy

′
j ) · (gbi·s)−zρ(i) · (

∏
k∈Ai

∏
j=1,··· ,n

(ga
j ·s·(bi/bk))M

∗
k,j ),

D̂i = g−r′ig−sbi , and

Ĉ∗ = (m∗∥u)⊕H2(T · ê(gs, gα2), Ĉ, Ĉ ′, Ĉ ′′, Ĉ1, D̂1, · · · , Ĉℓ, D̂ℓ).

B returns Ct∗ = (Ĉ, Ĉ ′, Ĉ ′′, Ĉ1, D̂1, · · · , Ĉℓ, D̂ℓ, Ĉ
∗) to the adversary.

5. Query Phase 2. B simulates the oracles in the same way as that in the
proof of Theorem 1, with an additional restriction that A should not submit
an attribute set satisfying (M∗, ρ∗) to the OTrapdoor oracle.

6. Guess. A outputs a bit β′ ∈ {0, 1}. B then outputs b′ = 0 if β′ = β, meaning

T = ê(g, g)a
q+1s; otherwise, it outputs b′ = 1, meaning T is randomly selected

from GT .

If T = ê(g, g)a
q+1s, the simulation provided by B is perfect, and the view

of A is the same as that of a real attack. We have that Pr[b′ = 0|b = 0] =
1
2 +AdvIND-SAS-CCA

A (k). If T is randomly selected from GT , Ct
∗ hides the message

perfectly, and the probability that A correctly guesses the bit β is only 1
2 . Thus,

B correctly guesses the bit b with probability 1
2 as well, e.g. Pr[b′ = 0|b = 1] = 1

2 .
Therefore, we have:

Pr[b′ = b] = Pr[b′ = 0 ∧ b = 0] + Pr[b′ = 1 ∧ b = 1]

=
1

2
(Pr[b′ = 0|b = 0] + Pr[b′ = 1|b = 1])

=
1

2
(Pr[b′ = 0|b = 0] + 1− Pr[b′ = 0|b = 1])

=
1

2

(
1

2
+ AdvIND-SAS-CCA

A (k) +
1

2

)
=

1

2
+

1

2
AdvIND-SAS-CCA

A (k).

If A breaks the IND-SAS-CCA security with non-negligible advantage, B
solves the decisional q-parallel BDHE problem with probability non-negligibly
larger than 1

2 as well, contradicting the decisional q-parallel BDHE assumption.
⊓⊔
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7 Comparison

To demonstrate the advantage of our OCP-ABEET scheme, we compare it with
some related schemes [5,18,24] in Table 1, in terms of computational complexity,
functional properties, assumptions, security level and etc. In the comparison
we consider the dominant computation in Extract, Encrypt, Decrypt and
Test algorithms, e.g. bilinear pairing evaluation, exponentiation operation and
etc. The second to the fifth rows of Table 1 show the computational costs of
Extract, Encrypt, Decrypt and Test algorithms. The ciphertext size and
secret key size are compared in the sixth and seventh rows. The eighth and ninth
rows indicate whether the scheme is attribute based and whether it supports
outsourced decryption. The tenth row shows the authorization type the scheme
supports. The last two rows give the underlying assumptions and security levels.

Table 1. Performance Comparison with Related Schemes

KP-ABEwET [24] CP-ABE-ET [18] CP-ABEET [5] OCP-ABEET

Extract 2AuE (4 + 6Au + 12A2
u)E (4 + 2Au)E (6 + 2Au)E

Encrypt (2Au + 3)E (2NU + 11)E (3ℓ+ 5)E + 2P (3ℓ+ 5)E + 2P

Decrypt
(2Au + 2)E
+2AuP

(8Au + 6)E
+12P

(2Au + 2)E
+(4Au + 2)P

4E

Test 2AuE + 2AuP
(8Au + 4)E

+14P
AuE + (2Au + 3)P 2E + 2P

Ctsize (4 + 2Au)|G|+ 2|Zp| 8|G|+ |Zp| (2 + 2ℓ)|G|+ 2 (2 + 2ℓ)|G|+ 2
Sksize 2Au|G| (4 + 6Au)|G| (4 + 2Au)|G| (4 + 2Au)|G|+ 2|Zp|

Attibute-Based Yes Yes Yes Yes
Outsourced-Decryption No No No Yes

Authorization Flexible Flexible Flexible Flexible
Assumption tDBDH DLIN q-parallel BDHE q-parallel BDHE

Security
OW-CCA
&T-CCA

IND-ID-CPA
OW-SAS-CCA
&IND-SAS-CCA

OW-SAS-CCA
&IND-SAS-CCA

1. T-CCA [24]: testability against chosen-ciphertext attack of authorization under
the chosen sets of attributes.
2. NU is the amount of attributes in Wang et al.’s system [18].
3. We use Au to denote the number of attributes used in Extract, Encrypt,
Decrypt and Test algorithms, and use |G| and |Zp| to denote the element size of
G and Zp, respectively. In CP-ABEET and OCP-ABEET schemes, ℓ is the number
of rows of the access matrix M .
4. Both the IND-ID-CPA model in [18] and OW-SAS-CCA and IND-SAS-CCA
models in CP-ABEET and OCP-ABEET schemes consider the selective access
structure security, in which the adversary submits its challenge access structure
before seeing the public parameters.

Table 1 shows that our OCP-ABEET scheme provides almost the best securi-
ty guarantee and efficiency among all the ABE schemes supporting equality test.
As our OCP-ABEET scheme is based on the CP-ABEET scheme [5], it has al-
most the same computation and communication efficiency with [5], as well as the
security level. However, as our OCP-ABEET supports outsourced decryption,
the local decryption efficiency is much higher than that in [5].
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8 Conclusion

We introduced the notion of outsourced ciphertext-policy attribute-based en-
cryption supporting equality test, which aims to improve the computational ef-
ficiency in local decryption, with the aid of a third-party server to process most
of the decryption computation. We proposed a construction of OCP-ABEET
based on Huang et al.’s CP-ABEET scheme, and proved it to be secure based
on a decisional q-parallel BDHE assumption. The scheme enjoys a pretty high
efficiency in local decryption.

Security of our scheme resorts to the random oracle model, which is only
heuristic. In the future, we consider to construct a concrete OCP-ABEET scheme
with provable security in the standard model.
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