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Abstract. The cloud can provide unlimited storage space to users via
the Internet. Unlike locally data storing, users will lose the direct control
of the data after outsourcing it to the cloud. Moreover, the cloud is an
untrusted entity. It is possible that the cloud may try to extract, dis-
card and destroy users’ data due to benefits. Hence, the data security in
cloud computing needs to be well guaranteed. In this paper, we propose
a privacy-preserving data outsourcing scheme with integrity auditing for
lightweight devices in cloud computing. On the one hand, the blind sig-
nature is used in the proposed scheme to delegate the generation of users’
data signatures to the TPA. On the other hand, based on the property
of the BLS signature, the blinded signatures received from the TPA can
be verified by the user and the data integrity stored in the cloud can be
audited by the TPA. In addition, the proposed scheme supports batch op-
eration. Security analysis shows that the proposed scheme achieves the
properties of correctness, privacy-preserving and non-forgeability. Per-
formance analysis indicates that the proposed scheme can be performed
with high efficiency.

Keywords: Cloud computing · Data outsourcing · Integrity auditing ·
Batch operation

1 Introduction

In recent years, with the developments of the high-speed network construction
and the emerging electronic communication technology, the technology of cloud
computing has developed very rapidly [29]. As we all know, cloud computing
is developed from distributed computing [15, 16]. The distributed cloud servers
are connected each other via the wired or wireless network. The cloud service
provider (CSP) is responsible for managing and maintaining cloud servers, and
users need to pay for their cloud usage as a manner of pay-per-use [14, 18]. Cur-
rently, there are many cloud service providers around the world, such as Amazon,
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Microsoft, IBM and China’s Alibaba, Tencent and Baidu. The cloud can pro-
vide various services to users. For users, especially for resource-constrained users
with mobile devices, they can access the cloud to enjoy the unlimited storage
and computing resource via the Internet [5, 7, 21].

The cloud is curious-but-honest to users’ data [31]. That is to say, the cloud
may abide by security protocols, but will still try to obtain users’ data for profit
reasons [22]. Some researchers have proposed many schemes to enhance the data
security in the cloud system. To avoid the leakage of the data to the cloud,
the data must be encrypted before outsourcing. Due to the feature of cloud
computing, some traditional security assurance methods cannot be directly used
[12, 35, 25]. On the one hand, to improve the efficiency of the data usage in cloud
computing, the cloud data search schemes are proposed by some researchers,
which allows users to search the data in the cloud using keywords [2, 23, 27].
The searched data will be sorted according to the relevance of keywords. On
the other hand, to enable the cloud to securely provide data services to users,
some researchers proposed data sharing schemes based on the key agreement
protocol and digital signatures [13, 20]. In addition, to protect the data in the
cloud, the cloud data access control schemes are proposed by researchers [24,
33]. Note that the attribute-based encryption is widely used in the design of
the cloud data access control schemes, which can satisfy the requirement of the
cloud data access for mass users in cloud computing.

To save the storage space, it is a possible that the cloud may discard or
modify the infrequently used data [11]. Hence, the cloud should allow users to
check the integrity of the data at any time. In 2007, Ateniese et al. proposed
a PDP (provable data possession) scheme that allows users to check whether
the remote server possesses the data [1]. In the same year, Juels et al. proposed
a POR (proof of retrievability) scheme that can let users check the possession
and the retrievability of the data stored in the remote server [9]. However, PDP
and POR are not suitable for cloud computing due to the high computation
overhead at the user side. In 2010, Wang et al. first proposed a cloud storage
auditing for cloud computing with the assist of a third party auditor (TPA) [28].
The auditing tasks in Wang et al.’s scheme are delegated to the TPA, which
greatly improves the efficiency and the fairness of the auditing. Subsequently,
many researchers have devoted themselves to the research of the cloud auditing
and proposed many outstanding cloud auditing protocols with the assist of the
TPA [19, 26, 30, 32].

1.1 Related Works

The cloud data auditing is developed from the studies of PDP [1, 17] and POR
[8, 9]. PDP allows the local user to check whether the remote server stores the
data without retrieving all the data from the server. In PDP, if the user wants to
check the stored data, he/she needs to send a request to the remote server. Then,
the server can compute a storage proof for the user according to the checking
request. In 2007, Juels et al. proposed a POR that can not only supports data
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possession checking, but also verify whether the stored data can be retrieved to
the local side.

In PDP and POR, the data storage is checked by the user, which brings
much computational burden to the user side. In order to reduce the user side’s
computational overhead and improve the fairness of the data integrity checking,
some researchers resorted to the TPA to design the data integrity checking.
Wang et al. in [26] proposed a privacy-preserving public auditing protocol based
on the technologies of homomorphic authenticator and random masking. The
TPA is used to audit the stored data in the cloud on behalf of users in Wang et
al.’s protocol. Moreover, the TPA cannot learn any information of users’ data
in the process of data auditing. In 2011, Wang et al. proposed a public auditing
protocol that supports data dynamics for cloud computing. The Merkle Hash
Tree is used to design the auditing protocol with data dynamics in [30]. Note
that the auditing protocols in studies [26, 30] can support the multiple users’
data auditing. In [32], Yang et al. extend the data auditing protocol to support
multiple cloud servers auditing and multiple users auditing.

However, in the previous auditing schemes, the user side needs to generate
the signature for the data, which is not suitable for the resource-constrained
lightweight device.

1.2 Contributions

In this paper, we propose a privacy-preserving data outsourcing scheme with
integrity auditing for lightweight devices in cloud computing. The contributions
of the proposed scheme are listed as follows:

– We resort to the property of the blind signature to delegate the computa-
tion tasks of the signature generation to the TPA. Moreover, the proposed
scheme can prevent the TPA from learning the original data block during
the signature generation.

– The BLS signature is utilized in this scheme for verification. On the one
hand, the user can verify the correctness of the received blinded signature
from the TPA. On the other hand, the TPA can audit the stored data in the
cloud on behalf of the user.

– The proposed scheme supports batch verification for the user’s multiple
blinded signatures and batch auditing for multiple users’ stored data. In
addition, the proposed scheme supports public verification and public audit-
ing. That is to say, the public key can be used to verify the blinded signature
and audit the stored data without using the secret key.

1.3 Organization

The rest of this paper is organized as follows. Section 2 presents the preliminaries
of the proposed scheme. Section 3 describes the system model and the design
goals. Section 4 introduces the proposed scheme in detail. Section 5 analyzes
the security and the performance of the proposed scheme. Finally, this paper is
concluded in Section 6.
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2 Preliminaries

In this section, the preliminaries of this paper are introduced. First, the bilinear
pairing is presented. Then, the technologies of the blind signature and the BLS
signature are briefly described.

2.1 Bilinear Pairing

Let G1, G2 and GT be multiplicative groups of large prime order q. The bilinear
pairing can be denoted as ê: G1×G2→GT . Suppose that A∈ G1, B∈ G2, x, y ∈
Z∗
q. G1 and G2 are the generator of G1 and G2, respectively. For any A1, A2∈ G1,

we have ê(A1·A2, B)= ê(A1, B)·ê(A2, B).The properties of the bilinear pairing
are listed as follows:

– Bilinear: ê(Ax, By)= ê(A, B)xy.
– Non-degenerate: ê(G1, G2) 6= 1.
– Computable: ê(A, B) can be efficiently computed by an algorithm.

2.2 Blind Signature

The blind signature was firstly proposed by Chaum in 1982 [3]. In the blind sig-
nature, the signer can sign the user’s data without knowing the original content
of the data. Moreover, the signer cannot match the content with the result of
the signature.

– Data Blinding: The data owner blinds the data using his/her public key.
Then, the data owner sends the blinded data to the signer.

– Blinded signature generation: The signer computes a signature on the blinded
data based on his/her secret key. Then, the blinded signature is returned to
the data owner.

– Verification: Upon receiving the blinded signature from the signer, the data
owner can verify the correctness of the blinded signature using the public
key.

– Recovery: If the blinded signature cannot pass the above verification, the
protocol outputs ‘Fails’; otherwise, the data owner may recover the original
signature from the blinded signature using his/her secret key.

2.3 BLS signature

The BLS signature was proposed by Boneh, Lynn and Shacham in 2001 [6].
The BLS signature can verify the signature using the public key. The process
of the BLS signature is shown as follows:
1) KeyGen: We define G and GT are groups with prime order q and G1×G1

→ GT . Suppose that P is the generator of G. H is a hash function, and
H:{0, 1}∗→G. Randomly choose r from Z∗

q as the secret key. Then, the
public key can be computed as pk=Pr.
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Fig. 1. The system model

2) Sign: Suppose that a message is m∈{0, 1}∗. The signer computes the
hash value of the message as h=H(m). Then, the signer computes the
signature of the hash value as δ=hr.

3) Verify: The verifier can use the public key pk to verify the correctness of

the signature δ via checking equation ê(P, δ)
?
=ê(pk, h). If the equation

can hold, the verifier can determine that the signature of the message is
correct.

3 Problem Statement

In this section, the system model and the design goals of the proposed scheme
are introduced.

3.1 The System Model

The system of the proposed scheme consists of three entities: Users, TPA and
Cloud. The system model is shown as Fig. 1. The detailed introduction of the
entities is shown as follows:

– Users: In the proposed scheme, users are the lightweight devices. For ease
of description, in this paper, we use ‘users’ and ‘user’ to denote multiple
lightweight devices and single lightweight device, respectively. Compared to
the TPA and the cloud, the user has lower computation capability and stor-
age resource. The user can enjoy cloud services via the Internet, such as
unlimited storage, entertainment services and data sharing. Of course, the
cloud usage is not free. The user needs to pay for the cloud usage as a manner
of pay-per-use.
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– TPA: The TPA is a fully-trusted third party auditor, which can audit the
stored data in the cloud on behalf of users. In this paper, the TPA can also
generate signatures for users according to the blinded data from users.

– Cloud: The cloud consists of many distributed servers. The cloud is un-
trusted and is managed by the CSP. Moreover, the cloud may discard the
infrequently used data to save cloud storage space. In the proposed scheme,
the cloud can generate storage proofs for the TPA according to the auditing
challenges.

3.2 Design Goals

The following design goals should be achieved in the proposed scheme.

– Signatures Generation Delegation. The signature generation of the user’s
data blocks can be delegated to the TPA.

– Signatures Public Verification. The received blinded signatures can be veri-
fied by the user using the public key.

– Public Auditing: The integrity of user’s data stored in the cloud can be
audited by the TPA using the public key.

– Batch Operation: The proposed scheme can support batch operation. On
the one hand, one user’s multiple blinded signatures can be verified by the
user simultaneously. On the other hand, multiple users’ stored data in the
cloud can be audited by the TPA at the same time.

4 The Proposed Scheme

In this section, the proposed scheme is presented. The main process of the pro-
posed scheme can be seen in Fig. 2. The detailed description of the proposed
scheme is shown in the following:

(1) Security Parameters Generation
One security parameter λ is used as the input of the system. The outputs are
{G1, G2, GT , ê, q, H, P}, which are used for the construction of proposed
scheme execution. Note that G1, G2 and GT are multiplicative groups of large
prime order q and the bilinear map ê is G1×G2→GT . H is a one-way hash
function, which can map a string to a point on G1. P is the generator of group
G2. Assume that the data file of the user is F={bi}1≤i≤n.The corresponding
data indexes are {I i,···,I n}. The user chooses a random signing key pair (spk,
ssk) and computes t=name || SSigssk(name), where name is the data file’s
identifier and SSigssk(name) is the signature of name. The TPA randomly
chooses x from Z∗

q as the secret key. The public key of the TPA can be
computed as pkT =Px. The user randomly selects r from G1 and y from Z∗

q ,
where r is to blind the original data block and y is the secret key of the user.
Then, the user computes his/her public key as pkU=Py.
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Fig. 2. The process of the proposed scheme

(2) Blinded Signature Generation
To reduce the computational overhead of the signature generation at the
user side, the TPA is utilized to generate signatures for users. The correct-
ness of signatures in the cloud system is important to users and the CSP,
which affects users’ judgement of data integrity in the cloud. Hence, the data
blocks of users should be signed by the TPA without leaking the original con-
tent. In the proposed scheme, the blind signature is resorted to generate the
signatures for the user. Suppose that the user wants to sign his/her data
block bi. First, the user utilizes his/her public key to blind the data block
as b∗i = pkU · (H(name||Ii) · rbi) = H(name||Ii) · rbi · Py. Then, the blinded
data block of b∗i is sent to the TPA for the blind signature generation. Upon
receiving the blinded data block from the user, the TPA uses its secret key x
to compute the blinded signature as δ∗i = (b∗i )x = (H(name||Ii) · rbi · Py)x.
Finally, the blinded signature of δ∗i is sent to the user. Note that the trans-
mission channel between the user and the TPA is secure.

(3) Original Signature Recovery
When the user receives the blinded signature from the TPA, he/she uses
the TPA’s public key pkU to check the correctness of the received blinded
signature. The correctness of the signature verification is shown as Eq. 1. If
the right-hand is equal to the left-hand side of Eq. 1, it can be determined
that the received blinded signature has been correctly generated according
to the blinded data block by the TPA.

ê(δ∗i ,P)
?
= ê(b∗i , pkT ) (1)

If Eq. 1 is hold, the user may utilize the correct blinded signature to recov-
ery the original signature employing the TPA’s public key and the user’s
secret key. The original signature can be computed as δi = pkT

−y · δ∗i =
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(Px)−y · (H(name||Ii) · rbi · Py)x = (H(name||Ii) · rbi)x. Suppose that the
signature set of the user’s data blocks is σ = {δi}1≤i≤n. Finally, {F , σ, t}
are outsourced to the cloud in a secure channel.

(4) Data Integrity Auditing
In this phase, the user can delegate the TPA to audit the integrity of the
stored data in the cloud. First, the TPA needs to retrieve the data file tag t
and use spk to verify the correctness of t. If t cannot pass the verification,
the data integrity auditing cannot be executed and the TPA outputs ⊥.
Otherwise, the TPA extracts data file identifier name from t. When the
TPA receives the data integrity auditing request from the user, it chooses a
random subset S = {si}1≤i≤p with p elements for the auditing. Moreover, the
TPA randomly chooses value vi for each element si. The auditing challenge
can be generated as Chall = {i, vi}. Then, Chall is sent to the cloud for
the auditing proofs generation. Upon receiving chall from the TPA, the
corresponding data blocks storage proof and the tag proof can be computed

as pD=
sp∑
i=1

(vi · bi) and pt =
sp∏
i=1

δi
vi , respectively. Then, proofs pD and pt are

sent to the TPA for the integrity auditing. The TPA can determine whether
the corresponding data blocks are stored completely in the cloud by checking
the correctness of Eq. 2.

ê(

sp∏
i=1

(H(name||Ii)vi , pkT) · ê(rpD , pkT)
?
= ê(pt,P) (2)

(5) Batch Operation
• Batch Signatures Verification. Suppose that one user delegate the TPA

to sign k data blocks, where 1 ≤ k ≤ n. The aggregated signature of k

data blocks can be computed as δagg=
k∏

i=1

δ∗i . The user can check whether

Eq. 3 can hold. If the left-hand side of Eq. 3 equals to the right-hand side,
it can be determined that the user’s k blinded signatures are correct.

ê(

k∏
i=1

δ∗i ,P)
?
=

k∏
i=1

ê(b∗i , pkT ) (3)

• Batch Integrity Auditing. Suppose that m users enjoy the cloud stor-
age services and every user j’s data file consists of n data blocks, where
1 ≤ j ≤ m. The detailed description of security keys generation and pa-
rameters generation is omitted here. Upon receiving the audit challenge
from the TPA, the corresponding data blocks’ storage proof and the tag

proof of user j can be computed as pj,D=
sp∑
i=1

(vi · bj,i) and pj,t =
sp∏
i=1

δj,i
vi

by the cloud. If Eq. 4 is hold, it can be determined that the request users’
data blocks in the cloud are stored completely.

m∏
j=1

(ê(

sp∏
i=1

H(name||Ij,i)vi , pkT) · ê(rjpj,D , pkT))
?
=

m∏
j=1

ê(pj,t,P) (4)
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5 Evaluation

The security analysis and the performance analysis are introduced in this section.
In the security analysis, the properties of correctness, privacy-preserving, non-
forgeability, public signatures verification and public integrity auditing of the
proposed scheme are proved. In the performance analysis, the comparison and
the simulation of our scheme and previous schemes are presented.

5.1 Security Analysis

Theorem 1 The proposed scheme can be proved to be correct.

Proof. Suppose that all security parameters are generated and computed cor-
rectly. The transmission channel in the system is secure. If Eq. 1-Eq. 4 can be
proved to be correct, it can be determined that the proposed scheme is correct.
Eq. 1 demonstrates the correctness of the blinded signature verification. The
detailed elaboration of Eq. 1 is shown as follows:

ê(δ∗i ,P)
= ê((H(name||Ii) · rbi · P y)x,P)
= ê((H(name||Ii) · rbi · P y),Px)
= ê(b∗i , pkT )

Eq. 2 can determine the correctness of the integrity auditing, which is demon-
strated as follows:

ê(
sp∏
i=1

(H(name||Ii))vi , pkT) · ê(rpD , pkT)

= ê(
sp∏
i=1

(H(name||Ii))vi , pkT) · ê(r
sp∑
i=1

vi·bi
, pkT)

= ê(
sp∏
i=1

(H(name||Ii))vi , pkT) · ê(
sp∏
i=1

(rbi)
vi
, pkT)

= ê(
sp∏
i=1

(H(name||Ii) · rbi)
vi
,Px)

= ê(
sp∏
i=1

((H(name||Ii) · rbi)
x
)
vi
,P)

= ê(
sp∏
i=1

δi
vi ,Pc)

= ê(pt,P)

Eq. 3 and Eq. 4 can verify the correctness of batch operation of this scheme.
Eq. 3 proves the correctness of the batch signatures verification. The elaboration
of Eq. 3 is shown as follows:
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ê(
k∏

i=1

δ∗i ,P)

= ê(
k∏

i=1

(H(name||Ii) · rbi · Py)
x
,P)

= ê(
k∏

i=1

(H(name||Ii) · rbi · Py),Px)

=
k∏

i=1

ê(b∗i , pkT )

Eq. 4 reveals the correctness of the batch auditing, which can be proved as
follows:

m∏
j=1

(ê(
sp∏
i=1

(H(name||Ij,i))vi , pkT) · ê(rjpj,D , pkT))

=
m∏
j=1

(ê(
sp∏
i=1

(H(name||Ij,i))vi , pkT) · ê(rj

sp∑
i=1

vi·bj,i
, pkT))

=
m∏
j=1

(ê(
sp∏
i=1

(H(name||Ij,i))vi , pkT) · ê(
sp∏
i=1

rj
vi·bj,i , pkT))

=
m∏
j=1

ê(
sp∏
i=1

(H(name||Ij,i) · rjbj,i)
vi
,Px)

=
m∏
j=1

ê(
sp∏
i=1

(((H(name||Ij,i) · rjbj,i)
x
)
vi
,P))

=
m∏
j=1

ê(
sp∏
i=1

δj,i
vi ,P)

=
m∏
j=1

ê(pj,t,P)

�

Theorem 2 The proposed scheme can provide properties of privacy-preserving
and non-forgeability.

Proof. a) Privacy-preserving : Privacy-preserving requires that the user’s identity
information and the data content should be well protected [10]. In the proposed
scheme, the data file’s identifier name and identity Ii of the user are concealed
by the hash function as H(name||Ii). The original data of the user is blinded
by the secret value r. Moreover, the blinded data and identity information are
encrypted by the user’s public key pkU in the signature. That is to say, the
TPA and the cloud cannot learn any information about the original data con-
tent and user’s identity. Hence, the proposed scheme can provide the property
of privacy-preserving. b) Non-forgeability : The signature of the data block is
generated by the TPA referring to the property of the blind signature. As the
description in [34], the blind signature can be proven to be unforgeable under
the hardness assumption of CDHP. The proof of the non-forgeability is omitted
here. �
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Table 1. Computational cost comparison

Scheme User Side Server Side

PPA [26] 1TH.+2TE.+2TC.+1TMul.

(n+1)TH.+(2n+4)TE.+(2n+3)TMul.

+1TAdd.+3TP.

EPA [30] 2TH.+4TE.+5TC.+1TMul.

(n+2)TH.+(2n+4)TE.+(3n+1)TMul.

+nTAdd.+2TP.

Our Scheme 1TH.+3TE.+1TC.+3TMul.

nTH.+(2n+1)TE.+2nTMul.+nTAdd.

+3TP.

*n: The number of the data blocks.
*TH.: The time required to perform the hash function.
*TE.: The time required to perform the exponentiation.
*TC.: The time required to perform the concatenation.
*TMul.: The time required to perform the multiplication.
*TAdd.: The time required to perform the addition.
*TP.: The time required to perform the pairing map.

Theorem 3 The proposed scheme supports public verification for the blinded
signature and public auditing for the data integrity.

Proof. In the signature recovery phase, the user can verify the correctness of the
received blinded signature using the TPA’s public key pkT . Note that the orig-
inal data content and privacy information in the blinded data block b∗i and the
corresponding blinded signature δ∗i are concealed. That is to say, the signature
verification can be executed by anyone else who possesses b∗i and δ∗i in the sys-
tem. In the data integrity auditing, the data can be audited by the third party
TPA using the public key pkT . As the definitions of the public verification [4]
and the public auditing [26, 30], it can be determined that the proposed scheme
supports public verification for the blinded signature and public auditing for the
data integrity. �

5.2 Performance Analysis

1) Comparison Analysis
The computational cost of the proposed scheme is compared with that of

the similar schemes [26, 30]. For ease of expression, we use PPA and EPA to
denote references [26] and [30], respectively. In order to reveal the difference in
the efficiency, the computational cost at the user side and the server side are
compared respectively. Compared to PPA and EPA, our scheme has a blinded
signature verification. To make the comparison more fair, the cost of the blinded
signature verification is ignored in the comparison. The comparison result can
be seen in Table 1. Note that the symbols of TH., TE., TMul., TP., TAdd. and
TC. are used to denote the time required to perform the operations of hash
function, exponentiation, multiplication, pairing, addition and concatenation.
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Fig. 3. Simulation of the signature generation at the user side

Because the user needs to generate blinded data blocks, our scheme has much
computational cost at the user side compared to that of PPA. Compared to EPA,
our scheme has additional cost of multiplication, but the cost of hash function,
exponentiation and concatenation in our scheme is less than that of EPA. From
the comparison result at the server side, we can find that the computational
cost of PPA, EPA and our scheme is (n+1)TH. + (2n+4)TE. + (2n+3)TMul.

+ 1TAdd. + 3TP., (n+2)TH. + (2n+4)TE. + (3n+1)TMul. + nTAdd. + 2TP.

and nTH. + (2n+1)TE. + 2nTMul. + nTAdd. + 3TP., respectively. Although
the TAdd. parameter is larger than that of PPA and the TP. parameter in our
scheme is 1 more than that of EPA, PPA and EPA has higher computational cost
of hash function, exponentiation and concatenation. That is to say, the server
side of our scheme has less computational cost compared to that of PPA and
EPA.

2) Simulation Analysis

The similar schemes [26, 30] and our scheme are simulated on a computer
configured with 8GB RAM and Intel Xeon E5-2650 v2 at 2.60 GHZ. The com-
puter is installed with the Linux system and constructed based on GMP (GNU
Multiple Precision Arithmetic) and PBC (Pairing Based Cryptography).

We simulate the time cost of the signature generation at the user side. In the
proposed scheme, the signature generation tasks are delegated to the TPA. The
operation of the data blocks blinding can be seen as the offline data pre-process,
which can be finished before the data signing. That is to say, the data blocks can
be blinded by other trusted devices or data source devices with high computing
capability. Hence, it can be considered that the signature generation cost of our
scheme only consists of public key computation cost and original signature re-
covery cost. The signature generation of our scheme and the two similar schemes
are simulated 20 times. The simulation result can be seen in Fig. 3. The x-axis
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Fig. 4. Simulation of the computation at the user side

and the y-axis denote the number of the trail and the computational time, re-
spectively. From the simulation result, we can find that the computational time
of signature generation in our scheme is about 0.06s. The signature generation
needs to take about 0.15s and 0.18s in PPA and EPA, respectively. Hence, it
can be determined that the signature generation of our scheme is more efficient
than that of PPA and EPA.

Fig. 4 and Fig. 5 show the simulation of the computation at the user side and
the server side. Note that the x-axis and the y-axis in Fig. 4 and Fig. 5 denote
computing counts and computational time. From Fig. 4, we find that the growth
rate of our scheme is lower than that of EPA but is higher than that of PPA. The
main reason is described above in the comparison analysis. Although our scheme
has much time at the user side compared to that of PPA, the computational time
of our scheme is still within an acceptable level. Fig. 5 shows the simulation result
of the computation at the server side. From the simulation result in Fig. 5, we
find that the computational time of the server side in our scheme increases slowly
compared to that in PPA and EPA. Moreover, the computational time of the
server side in PPA and EPA is always more than that in our scheme. Therefore,
our scheme cost less computational time at the server side than PPA and EPA.

6 Conclusion

In this paper, we propose a privacy-preserving data outsourcing scheme with in-
tegrity auditing for lightweight devices in cloud computing. The signature gen-
eration can be securely delegated to the TPA due to the usage of the blind
signature. Moreover, we utilize the property of the BLS signature to verify the
blinded signatures received from the TPA and audit the stored data integrity
in the cloud. In addition, the proposed scheme supports batch operation, which
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Fig. 5. Simulation of the computation at the server side

implies that one user’s multiple blinded signatures can be verified by the user
simultaneously and multiple users’ data integrity can be audited by the TPA at
the same time. Security analysis shows that the proposed scheme can be proved
to be correct and can provide security properties of privacy-preserving and non-
forgeability. In he performance analysis, our scheme is compared with the two
similar schemes PPA [26] and EPA [30]. The comparison results and the sim-
ulation results show that our scheme is more efficient. With the ideal security
and efficiency, it can be determined that our scheme can be well used in cloud
storage services with lightweight devices.
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